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1 Preface 
Welcome to the Kaladix BlueShield Developer-Guide. This guide will tell you about the concepts 

behind BlueShield. 

Please be aware, that you will need to have knowledge about firewalling with iptables, shell scripting, 

Linux and networking with iproute2 and tc in order to use the information provided here. Chapter 7 

will provide you with links to all required documentation. 

 

2 Introduction  
Kaladix BlueShield is written in BASH-Script and is composed of the 4 sections: variable declaration, 

functions, initialization and the main component. 

¶ Section 1: Variables ς User adjustable or static global variables 

¶ Section 2: Functions ς Functions as described in chapter 5 

¶ Section 3: Initialization ς Initialization related code and checks. 

¶ Section 4: Main ς Control flow related code 

 

3 Code conventions  
¶ A tab is used for structure indenting 

¶ The _out function is used for screen output instead of echo 

¶ A line should at maximum be 160 characters long - Use a graphical/fb console or editor 

¶ Wrapper functions should be used instead of the original programs where possible 

3.1 Variable s 

¶ For each configuration file variable, there is one variable of the same name in BlueShield. 

This variable should always be named uppercase. 

¶ For each pair, inside a variable of the configuration file, consisting of attribute and value, the 

value is added to an array named VARIABLEABBREVIATION_ATTRIBUTE with position ς 1 as 

index. E.g. The third interface in the configuration, where the attribute name is given the 

value eth0 becomes: INT_NAME[2ϐҐέŜǘƘлέ.  

¶ ά{ǘŀǘƛŎέ ŀƴŘ Ǝƭƻōŀƭ ǾŀǊƛŀōƭŜǎ ǎƘƻǳƭŘ ŀƭǿŀȅǎ ōŜ ǿǊƛǘǘŜƴ ǳǇǇŜǊŎŀǎŜΦ 

¶ All other variables are to be written in lowercase. 
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3.2 Functions  

A function is built like this: 

################################################################################  
# 
#  FUNCTION FUNCTIONNAME 
# 
# A short description about what the function does ð not how  
# In: Informati on about variables passed to the function  
# Out: Information about variables returned by the function  
# 
function functionname()  
{  
Code 
}  
# 
# END OF FUNCTION FUNCTIONNAME 
# 
################################################################################  
 

This must also be taken into respect for writing functions: 

¶ Between each function are 4 empty lines 

¶ Function names are always lowercase 

¶ Functions that act as a wrapper to a command are to be prefixed by an underscore 

¶ Global variables created by functions are to be added to the function description 

 

4 Concepts 
 

4.1 General concepts 

BlueShield parses the configuration file variable contents pair wise and stores these values into 

global variables (see Chapter 6). Later, when initialization has finished and the rules are processed, 

global variable contents are converted to a format suitable for the programs that apply the settings 

to the system (e.g. iptables). Then these programs are called through a wrapper with all converted 

variables as parameter. 

 

4.2 Routing  

Routing works by marking packets through netfilter and selecting routing tables according to these 

marks. 

For each required ingress / egress interface pair, a new routing table with the outgoing interface as 

default route will be created along with most entries copied from the default routing table. Table 

numbering stats at table / mark number 1 up to a maximum of 253 tables. This will limit some of 

.ƭǳŜ{ƘƛŜƭŘΩǎ ƻǇŜǊŀǘƛƻƴǎ ǘƻ ŀ ƴǳƳōŜǊ ƻŦ ǎǳǇǇƻǊǘŜŘ ƛƴǘŜǊŦŀŎŜǎ ƻŦ ǳǇ ǘƻ мр ς unlimited, depending on 

rule complexity. However, this enables the determination of incoming interfaces or local originating 

connections in the POSTROUTING chains, which is a perquisite for traffic classification. 

Packets will then be marked through netfilter. This happens for packets to be forwarded in the 

PREROUTING chain and for local originating packets in the OUTPUT chain of the mangle table. 

In order to assign the marked packets to the corresponding routing table, an iproute2 routing rule 

will be created for each table / mark combination. 
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4.3 Packet Filtering  

Packet filtering takes place in the chains OUTPUT, INPUT and FORWARD of the standard table. Which 

ǘŀōƭŜǎ ŀǊŜ ǳǎŜŘ ƛǎ ŘŜǇŜƴŘŜƴǘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŎƘƻƛŎŜ ƻŦ άƛƴέΣ άƻǳǘέΣ άŦǊƻƳέ ŀƴŘ άǘƻέ ǾŀƭǳŜǎΦ CƻǊ ŜȄŀƳǇƭŜΥ 

Rules matching packets with ƻƴƭȅ ŀƴ άƛƴέ ŀǘǘǊƛōǳǘŜ ǿƛƭƭ ōŜ ǇƭŀŎŜŘ ƛƴǘƻ ǘƘŜ Lbt¦¢ ŀƴŘ Chw²!w5 

chain. 

Packet inspection for the packet filter is stateful. 

Other than that, there is nothing special about packet filtering  



  
Page 5 

 
  

4.4 Traffic Control  

 

4.4.1 Traffic Shaping, Policing and , Scheduling 

 

¶ The egress TC tree structure for the HTB and HFSC algorithm look very similar to each other 

and their only difference is with the algorithm and their parameters. Refer to the source 

code for the latter. Packets that are classified will be assigned to one of the buckets below, 

unclassified packets will be sent to bucket 2:6. The Stochastic Fairness Queue algorithm will 

provide the classes with fair bandwidth allocation. 

Root Qdisc

2:0

default 2:6

Bandwidth 

Limitation to 

Ăupshapeñ

2:1

Administrative 

Class

2:2

Parent-Class for 

priorities

2:3

Highest priority

2:4

High priority

2:5

Normal priority

2:6

Low Priority

2:7

Lowest Priority

2:8

SFQ

SFQSFQSFQSFQSFQ

 

The HTB and HFSC egress tree structure 
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¶ The ingress TC tree structure for the HTB and HFSC algorithm also look very similar to each 

other. TCP traffic will be directed to class 2:11, all other traffic to class 2:10. The RED 

algorithm will drop TCP packets according to its parameters which you can find in the source 

code. 

Root Qdisc

2:0

Default 2:10

Non-TCP Class

2:10

Bandwidth limitation 

to downshape

2:1

TCP Class

2:11

SFQ RED

 

Ingress tree structure used for IFB and IMQ 

¶ The TBF tree consists of only one root node/leaf in which policing takes place. The same goes 

for the imq and ifb ingress mode. 

 

¶ Normal ingress mode will create an ingress tc qdisc that is able to police traffic. 

 

4.4.2 Traffic classification  

Traffic classification is done in the POSTROUTING chain of the mangle table using the iptables 

CLASSIFY target. The netfilter mark value is used to determine the incoming and outgoing interface 

as well as if the packets are originating from the local machine.  
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5.0 Functions  
 

5.1 Main functions  

 

Function  Description 
parseinterfacedata Gets all interfaces from the configuration file and stores this information into 

variables accordingly. 
parseruledata Gets all rule information from the configuration and stores this into variables 

accordingly 
parseglobaldata Gets global configuration settings from the configuration file and stores this 

into variables accordingly 
processrules This function processes all rules. 

 
It transforms the human readable configuration values into the correct 
arguments for the programs, does some checks and finally calls the wrappers 
with the correct arguments to apply all rules. 

processinterfaces Gets additional information about the interfaces and sets them and their 
routing up 

checkreq Checks for all required helper programs, exits if there was an error 
cleanup Cleans up routing, traffic shaping and packet filtering 
gentc This function generates a traffic shaping and policing base configuration for all 

interfaces. 
It uses TC syntax to generate configuration including the HTB, HFSC, SFQ, TBF, 
RED and FIFO algorithms. 

checklock Check if there are more than two instances of this program running. If so, this 
means that one or more instances already waits for execution. Since this 
process is newer than the ones waiting, the ones waiting are safely killed 

 

5.2 Wrapper functions  

 

Function  Description Parameters 

_iptables Wrapper-function of the iptables command. Enables 
pretending, debugging and error handling 

Iptables parameters 

_tc Wrapper-function of the tc command. Enables 
pretending, debugging and error handling 

Tc parameters 

_ip Wrapper-function of the ip command. Enables 
pretending, debugging and error handling 

Ip parameters 

_sysctl Wrapper-function of the sysctl command. Enables 
pretending , debugging and error handling 

Sysctl parameters 

_out Output text to screen. Will also log to file in future Error level1, Message 

1) The error level can be DEBUG, INFO, WARN or ERR 
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5.3 Math and helper functions   

 

Function  Description Parameters Return value 

checkcl Checks for the existence of a command 
line parameter 

Command line 
parameter 

0 (true) or 1 
(false) 

gettable Returns the routing table for an incoming 
to outgoing interface. If no table was 
found, it will try to create one. It will also 
return 0 if none was found even after 
trying to create one. In BlueShield, the 
outgoing interface is used as both values 
for local originating connections. 

Outgoing interface, 
Incoming interface 

Table number 
or 0 

round Very simple rounding 
Number to round 

Rounded 
number 

smasktocidr Calculates the CIDR from a subnet mask Broadcast address CIDR 
dectobinary Converts a decimal number to a binary 

number with leading zeros 
Decimal number 

Binary 
number 

binarytodec Converts a binary to a decimal value 
Binary number 

Decimal 
number 

parseconfig Calls separate parsing functions for each 
configuration value 

- - 

addparseerror Adds an error occurrence to an array of 
parse errors 

value that threw 
the error, string of 
error occurance 

- 

contains Searches for a value inside an array 
Array, Value 

0 (true) or 1 
(false) 

isportorrange Finds out if the given string is a port or a 
port range 

String to test 
0 (true) or 1 

(false) 
isip Finds out if the given string is an IP Adress 

or not 
String to test 

0 (true) or 1 
(false) 

isvalidipnetrange Finds out if the given valid is a valid IP 
address, network or range or the special 
keyword local 

String to test 
0 (true) or 1 

(false) 

__exit Safely exits this application, removing the 
lockfile and doing cleanups. 
Do not call directly, this function is 
supposed to be only called by trap 

- - 

showparseerrors Print out all parse errors that have 
occurred 

- - 
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6.0 Global variables  
 

6.1 General variables  

 

Name Description  
IPTABLES Location of the iptables command 
BRCTL Location of the brctl command 
IFCONFIG Location of the ifconfig command 
IP Location of the ip command 
SYSCTL Location of the sysctl command 
TC Location of the tc command 
IPSEC Location of the ipsec command 
MKTEMP Location of the mktemp command 
WHICH Location of the which command 
COMMANDLINE All command line parameters ($*) 
PATH Safe path values 
MYNAME Name of this script 
VERSION Version of this script 
DATE Latest modification time of this script 
PARSEERROR Array that  contains all parse errors 
TABLE Array storing incoming to outgoing interface pair table numbers 
ACTIVE Status if the current process is the only valid BlueShield process 
IPSROUTE Stores IPSec routes found for an interface. The index key is the same as used 

for the INT_ variables. 

 

6.2 Variables from the GLOBAL section  

 

Name Description 

GLOBAL_COOKIES SYNCookies enabled or disabled 
GLOBAL_DEBUG Debug mode switch 
GLOBAL_PRETEND Pretend mode switch 
GLOBAL_CONTINUE Continuation on parse errors on or off 
GLOBAL_FORWARD Turns IP forwarding on or off 
GLOBAL_ECHOBROADCAST Ignores ICMP echo to broadcast addresses 
GLOBAL_BOGUSICMP        Ignores bogus ICMP packets 
GLOBAL_MARTIANS Turns on martian logging 
GLOBAL_POLICY Global packet filter policy 
GLOBAL_LOGFILE Location of the log file, also turns on logging 
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6.3 Variables from the INTERFACES section  

 

Name Description 

INT_NAME Name of the interface 
INT_ADDRESS IP-address of the interface 
INT_MASK Network-mask of the interface 
INT_BCAST Broadcast-address of the interface 
INT_NETADDRESS Network-address of the interface 
INT_CIDR CIDR of the interface 
INT_MTU MTU of the interface 
INT_UPBW Upstream-bandwidth (egress) 
INT_DOWNBW Downstream-bandwidth (ingress) 
INT_UPSHAPE Upstream bandwidth for shaping 
INT_DOWNSHAPE Downstream bandwidth for shaping 
INT_ROUTE Routes to networks, that this interface can provide 
INT_ISHAPE Type of ingress shaping 
INT_SHAPER Algorithm used for shaping 
INT_RESTRICT Restrictions for this interface 
INT_OPTIONS Options for this interface 

 

6.4 Variables from the RULES section  

 

Name Description  

RULE_INDEX Index variable 
RULE_PROTO Protocol 
RULE_FROM Source IP-addresses, ranges or networks 
RULE_TO Destination IP-addresses, ranges or networks 
RULE_IN Incoming interface 
RULE_OUT Outgoing interface 
RULE_SPORT Source ports 
RULE_DPORT Destination ports 
RULE_ITYPE ICMP Types 
RULE_L7PROTO Layer7 Protocols 
RULE_DSTART First date of rule validity 
RULE_DSTOP Last date of rule validity 
RULE_TSTART Timeframe-start of rule validity 
RULE_TSTOP Timeframe-end of rule validity 
RULE_DAYS Days of rule validity 
RULE_PRIO Priority for packets 
RULE_ACTION Actions to be taken 
RULE_STATUS Status of this rule 
RULE_SNAT_SRC SNAT Source IP 
RULE_DNAT_DST DNAT Destination 
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7.0 Further information  
- http://lartc.org/howto/  

o Linux Advanced Routing and Traffic Control HowTo 

- http://luxik.cdi.cz/~devik/qos/htb/ 

o Detailed information about the HTB algorithm 

- http://klaus.geekserver.net/hfsc/hfsc.html 

o Detailed information about the HFSC algorithm 

- http://www.opalsoft.net/qos/DS-20.htm 

o Overview of most Linux Queuing disciplines 

- http://www.imagestream.com/~josh/PacketFlow-new.png 

o Packet flow diagram depicting the flow of packets through netfilter and the Linux 

kernel. 

- http://www.netfilter.org 

o Home of Netfilter and IPTables 

- http://www.policyrouting.org/iproute2-toc.html 

o Iprotue2 Utility Suite Howto 

- http://www.linux.com/base/ldp/howto/Traffic-Control-HOWTO/index.htmlt  

o Traffic Control Howto 

 

http://lartc.org/howto/
http://luxik.cdi.cz/~devik/qos/htb/
http://klaus.geekserver.net/hfsc/hfsc.html
http://www.opalsoft.net/qos/DS-20.htm
http://www.imagestream.com/~josh/PacketFlow-new.png
http://www.netfilter.org/
http://www.policyrouting.org/iproute2-toc.html
http://www.linux.com/base/ldp/howto/Traffic-Control-HOWTO/index.htmlt
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