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1 Preface
Welcome to the Kaladix BlueShield U&aride. This guide wilfive you a quick introductioto the
software you have just downloaded.

Please be aware, that you will need to have knowledge about the generadtsnaf firewalling
networkingandLinuxin order to use the information provided here.

2 Introduction

Kdadix BlueShield mhigh levelffirewall and routertool for configuringpacket filtering policy

routing and trafficcontrolunder GNU/LinuXWith BlueShield you can easily create and maintain your
stateful packet filter rules, applpolicy basedouting or police classifyand shapéraffic, flowing

through your firewall. Altonfigurationsare done in only ondwuman readabldile.

Writing packet filter rules is straight forward. The first matching rule decides whether the connection
is accepted, rejectkor dropped.Seechapter5.2 of this document.

Routing configurationworks the same way as packet filmonfigurationexcept that the last match is
relevant Packets traversing your firewall will be matched against your routing rules from top to
bottom. You can define many packetmbutes like protocols or pod Refer to bapter5.2 of this
document.

Configuring trafficontrolworks similarlyto routing. You can choose one of 5 priority levels that
packetscanbe assigned to. Packets that have beesigised a higher priority are handled before
those with lower prioritiegshapingthrough classification You can also define limits of bandwidth
that will flow through an interfacéthis is callegbolicingor shaping. Seechapter5.1 and 5.2f this
document.

BlueShield will automatically try to adapt to your current network setup. On top of that, you can

handle some parts of your network configuration directly through the progiaénA y 3 G KS & NP dzi ¢

parameter of the interfacesSee chapter 5.2.
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3 Requirem ents

9 A current distribution of Linux withinux Kernel 2.4 or 2\8ith
o All(or at least mosthetfilter / X_tables/advancedouting options
o All (or at least mostRoSoptions
o0 With L7 Filter patcll7-filter.sourceforge.net)
o CONFIG_IEB
o IMQ fvww.linuximg.ne}*
1 L7-Protocoldefinitionsin /etc/I7-protocols (I7-filter.sourceforge.net)
1 Iptables(www.netfilter.org)
o With IMQ patch
o With LZFilter patcH
1 lproute2 (http://linux -net.osdl.org/index.php/Iproutep
1 Patcho-matic time patch\ww.netfilter.org)
0 ipv4doptiong
o time'

1) Optional but required if you choose these in your configuration

4 Installation
Copy blueshield.sh to a directory of your liking, favorably /sbin/ or /usr/sbin/. Then copy the
blueshield configuration file to a directory wour choice like /etc.

Afterwards,you need to edit blueshield.sh and adjust progrand configpaths to suit your system.
This can be found near the top of the script.

Finally make sure that you meet all software requirements and install necessary software as needed.

5 Configuration

.t dzS{ KASEt RQa @apahTektshditNdripiAs 2eh, yFuicdn Bse & dormal text editor like
Qvi€ to edit it. It even supports variables abdsictemplate mechanismgoo. For nowit is

composed othree sections:

1) Global configuration settings

2) The interface specification where you specify general attab about your NICs (Network
Interface Cards) and their connection

3) The rules section where you can specify rowtiotassifyingand packet filterrules.

Appendix A contains a sample configuration file for you to look at.

All values are case sensitiaadall are lower casePlease take a look at the example section.
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5.1 Global configuration
Attribute Description Example value

Enables TCP S¥bokies to prevent S¥fiboding.
Values can be true or false. Default is true.
Enabés debugging. Values can be true or false.
Default is false.

Enables pretending. This means that BlueShield
pretend not make any changes. Values can be true or fal: false
Default is false.

When enabled, BlueShield Wilot prompt the user
when a parse error in the configuration file was

syncookies false

debug false

continue_on_parse_error detected and simple continue. Values can be true false
or false. Default is false.
Enables or disables IPv4 forwarding (routing).

forward : false
Values can be true or false. Default is true.
Ignores ICMP echiequests sent to broadcast

ignore_echo_broadcasts addresses. Values can be true or false. Default is false
true.

. . Ignores bogus ICMP messages. Values can be ti

ignore_bogus_icmp : false
or false. Default is true.

. Turrs on martian logging. Values can be true or

log_martians ) false
false. Default is false.

logfile A logdfile that you wish to use for logging. Ivar/log/messages

olic Changes the global default packet filter policy to dro
poicy SAGKSNI GRNBLE 2NJ 61 O00¢ P
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5.2 Interface configuration
The following attributes are valid:

Attribute Description Example value
name Name of the interface as listed in ifconigipsecand ay ipsec2
numberto identify anetkey IPSetunnel / connection
addres$ IPv4 address, that the intiace gets assigned. Use this, if yc
: , . 10.0.0.1
want BlueShield to configure your interfaces.
mask SubnetMask, that the interface gets assigned. Use this, if
! : . 255.0.0.0
want BlueShield to configure your interfaces.
upbw! Upstreambandwidth as provide by the interface or ISP 512kbit
downbw" Downstreambandwidth as provided by the interface or ISF 6mbit
upshapé Upstream shaped or policed bandwidth 496kbit
downshapé Downstream shaped or policed bandwidth 5mbit
shapef Packet shaper to use for shagi policing and/or classifying htb
ishape Mode to use for ingress shaping and/or policing ifb
sched’ Shedulingalgorithm to use for the interface. esfqct
route”? Routes for the interface default_via_10.0.0.1
mtu MTU for the interface 1500
option Options for this interface clampmss,rpfilter
restrict Restrictons to be applied, mostly security related port-scans
order The order in which the interface is processed. From O (firs 0
to 65535 (last). Default is 65535.
conrr Connection identigr of a netkey IPSec connection. VPNendpoint
1) Values are to be specified kBt, MBIt or GBt.
2) lproute2 format with undersare instead of space Y R ¢ A (1 K2 dzi GRS @¢

3) You can use the keywoggptpé for PPP interfaces, which acts as placeholder for the

respective R-P gateway IPC2 NJ SE | YLIJ SY bteRdn@sl dzf Gy GA I @ LIG LIE

GRSTFlI dzf GYBAl yMHO PMH O DMHO PMH O £
4) Address has to be uséa conjunction with mask for BlueShield to be able to configure an
interface.
5) The value for theattribute conn is supposed to be the same value as fourldtaiipsec.conf
andhas no effect for KLIPS based IPSketkeylPSednterfaces specified witbhamet and
(optionally)éconre attributes given can be used adné and douté parameters foBlueShield

rules.With the help of this, you caspecify rules fomdividual VPN tunnels

6) Use any of these with the attribut@ochangé if you want touse external traffic shaping.

5.2.1 Traffic shaping, scheduling and policing in the interface configuration

upshape and downshapeill be the target bandwidth that the interface wile forshaping or
policing Settirg this to a lower value than your ISP providai$ avoid link congestion and therefore
provide lower latencies.

On lowbandwidth connections, using5% of the provided bandwidth is advis@hd used as default

AT y2

gl f dzS§ 2 NJ & Witirin@etsing Band@idtiySwy/can: chods@iér pedzshtages

here. For a 16mbit connection it is sufficient to specify 15mbit for lowest laterntemsneed a
shaperthat supporsthis.
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There arghree types ofegresgpacketshapes that BlueShield supp@&tHTB, HFSC aid@F Please
note thatHFSC and TBEpport isstill experimentabnd as suclare deprecated to use

9 Fortraffic classifyingand traffic shapingplease chooselTBor try HFSC
o0 This will also enable traffic scheduling with SFQ on egress
1 Fa traffic policingonly, try TBE
o0 This will also enable traffic scheduling with SFQ on egress
1 If you dor®2need clasification or policing, then you d@need to select any shaper.

Anyof the shapergan be canbined with a packet schedulera thedsched attribute.

1 For aFrst-In FirstOutscheduler (which is the dafilt), choosedfifo€.

9 For ascheduler that tries to guarantee a fatlistribution of bandwidth amongstonnectiors,
choosedsfoe

9 For ascheduler that tries to guarantee a fattistribution of bandwidth amongstlientsand
their connections choosedesfgg.

1 For a scheduler, thdties to guarantee a fair distribution of bandwidth amongst cliesntsl
their connectionswherethe machine running BlueShielittsas aNAT gatewayo them,
choosedesfqck.

Finally, here arethree ingressshapemodes you can choose froifyou have picketHTB, HFSC or
TBFas your egresshaper

Ingres s shape mode with shaper has dfect on ingress

normal htb/hfsc/tbf  Just policing bf CP dropping

D 2 REDBfor scheduling + policing TCP,

Ima/ifb htb/hfsc the selectedschedulerfor everything else

imq/ifb 2 tbf TBFselected schedulefor policingand scheduling

1) TCP dopping takes effecif the used bandwidth exceeds the value of downshapes is the
safest choice and will effectively reduce incoming TCP packet flow.

2) Experimental, butfiyou decide between IMQ and IFB chodiSB as it is the most stable
choiceout of the two.

3) RED support is still experimental, but will become the default choice in future.

Confused? Try shaper htb, ishape normaald sched esfqcif you do NATor otherwisesched esfq

Want to use external traffic shaping. Set shaper, sched or ishapéntichangé

Page6



5.2.2 Interface o ptions

Option Description
AppliesMSS clamping foFCP connections to the value of MT4D bytes This is
clampmss usually recommended, but fopme networks you might even need to clamp the M
to MTU- 88 bytes.
clampmss#  Applies MSS clamping for TCP connections to the value of-¥bytes
clampmss# Applies MSS clamping for TCP connections to the value of MTU + # bytes
Enables vadation by reversed path, as specified in RFC1R&2ommended option
rpfilter for single homed hosts and stub netwcmyters.CouId cause troubles for
complicated (not loop freedetworks running a slow unreliable protocol (sort of RI|
or using static routes.
. TOSBIts of some packets are changed. For example small TCP ACK packets wil
tosfix L e
to minimized delay and some larger packets to maxirttizeughput.
Allows you to have multiple network interfaces on the same subnet, and have th
arpfilter ARPs foeach interface be answere_d based on whether or nqt the kemoeild route
a packet fronthe ARP'd IP out that interface. In other words it allows control of
which cards (usually 1) will respond to ARPrequest.
Reply onlyto an ARP request the target IP address &local addressonfigured on
arpignore the incoming interface and both with the sender's IP address are part from same
subnet on this interface
default Equals to rpfilter,arpfilter

5.2.3 Interface r estrictions

Restriction Description

sourceroute  Drops packets with source route bits set

router-alert Drops packets with router alert bit set

port-scans Drops packets in order to slow down some types of port scans.

recordroute  Drops packets with record route bit set

timestamps Drops @ackets with the timestamp bit set

redirects Drops ICMP rediregtackets

broadcasts Drops Broadcasts

multicasts Drops Multicasts

default Equals to porscans,sourceoute,router-alert,recordroute, timestamps,redirects
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5.3 Rule configuration
Rulescanbe written in the samdormat as interface specifications.

Each rule consists of

1 Zero or more match attributesandvalues
I One omore values of the action attribute
1 Zero or more action parameter attributes + values.

A match describes which packets aresatéd by a given rule, an action describes the action to be
taken with the packets and an action parameter adds to the appropriate actions.

There are 7 valid action attribute values:

Action Value Description

accept Accepts/Allows packets matching the rule

reject Reject packets matching the rule

drop Drops/Ignores packets matching the rule

route Routes packets to interface specified in out

masquerade Applies NAT/Masquerading on the outgoing interface

snat Applies SNAT on the outgoing interface. Fastan masquerading, but requires
IP Address specified in snat_src

dnat Applies DNAT on the outgoing interface. Also known as port foimgurd

classify Applies trafficclassification (shaping) f@ackets matching the rule
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Here are all valid attributeand their explanation:

Attribute  Description Examplevalue Multiple 1 Type Default

proto® Name of protocol tep X M any

[7proto® Name of layer 7 protocol half-life X M any
Source IPv4 Address,

from network, range2 NJ ¢ ¢ 2 10.0.0.310.0.0.5 X M any
Destination IPv4 Addresse:

to network range2 NJ &t 2 10.0.0.0/24 X M any

in Incoming interface ethO X M any

out*® Outgoing interface ethl X M,AP  any

sport DIDIANEIR SEUIER [l (Fot 1024:65535 X M any
or port ranges

dport UDP/TCP destinatioropts 20,21 X M any
or port ranges

tstart Start_ of tlr_neframe when 20-:00 i M any
rule is valid

tstop _End qf timeframe when rule 21:00 i M any
is valid

dstart First date of rule validity 2007:01:01 - M any

dstop Last date of rule validity 2007:12:31 - M any

days Days of rule validity e i M any
separated by a comma

prio® Classificatiompriority highest - AP normal

e e e ] disabled i AP  enabled
disabled)

action Action to take with route classify X none
matched packets ’

itype ICMP type namés echorequest X M any
Source Address used with

shat_src SNAT 10.0.0.1 - AP none

dnat_dst  Destination Address and 10.0.0.5:22 . AP none

Port used for DNAT

1) Youmatchmultiple values for these attributeisside a rule by writing theraither separated

by a comma or as a separate attribute value pairs.

2) Attributes with type of M (Match) are used for matching packetsibutes of type A (Action
Paramete) decide what is done with the packets.
3) Supported Layer 7 protocols are those ofilier. Protocol definitions need to be placed

inside /etc/I7-protocols. You can onttassifyor droppackets with this matchhen

classifyingl7proto matches havlwer priority than other matches
4) Support for load balancing between multiple outgoingeifiices will be added soofor
now, the last interface specified @outé will be usedor routing.
5) Rules are skipped for interfaces specified here that are unavailable
6) Since you cannathapeingress traffichrough classificatioeffectively, all prioriies here will
only affect egress traffi€an be one aflowe, dowest, dnormak, éhighé Zhighest

& I R Yahd/ohly works wittshaperhtb or hfsc.)

as

iKS

G RYAYE

7) One of the attributes oEommanddiptablescp icmpché or the numeic type/code
8) Choose local if you want to match all packets frmnto the local machineThis aes not

work for omasqueradé,¢ dnaté or ésnag and not asgtoé value fora O f | and dkotitee.¢
9) Any name or number of /etc/protocols

2 NJ
LINRA 2 N (&
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6 Running the program

6.1 Command line parameters
BlueShields a command line program amdn bestarted either with or without parameters. Here is
a list of all working command line parameters and tledfects.

Parameter Effect

--version Shows the program name, its version apstbase date, then exits

-V Shows the program name, its version and release date, then exits

--stop Stops routing, firewall andlassifyingules. Sets default poligccording to
configuration file.

-S Stops routing, firewall andlassifyingules.Ses default policy according to
configuration file.

stop Stops routing, firewall andlassifyingules.Sets default policy according to

configuration file.

6.2 Program initialization

Before reading the configuration file or calling sensitive commandg3lield applies some security
measuresl|f it detects problems, it will display them agglit. To Barn more about all security
precautions and checksfer to chapter 7

Afterwards, BlueShield will parse its configuration file and warn about syntaxseanar ask you to
either continue or exit. You can automate this process by settimginue_on_parse_error in the

global sectiorto true. This is useful in environments, whe/ou calBlueShieldn a nonrinteractive

way, e.g. through a program. For nowy&Shield will only check for incorrect attributes, not for

values.

Then BlueShield checks for a lockfilear/lock/blueshield)to ensure that the current process of
BlueShield is the only one running. If anothemningprocess is detected, then the ggram will wait
up to 60 seconds while continuing to check the lockfile. If the lockfile is removed within that time,
the program will continue its operation else it will exit.

LF @2dz2OQNB | o0az2fdziSte &adz2NE GKI G yueshiedidabviys A yaidl yOS
timing out on the lockfile check, tharleaseremove /var/lock/blueshield manually.

The program wilthen delete allrouting tables between 1 an2b3, delete all routing rules and add
the default onesflush the routing cachdlush paget filter chains and traffic shaing.

6.3 Program operation
After the initialization has finished, BlueShield processes the interfacesasetbrings them up if
required and flushes and 1ereates the default routing tabl

Then, global anéhterface ogionsand restrictions are applied

Finally, firewall rules and traffghaping policing/classifyind schedulingwill be added to the
system All requiredrouting tables will be created edemand.
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7 Security precautions and checks
To achieve a safengironment, these precautionaretaken:

The variables PATH, BASH_ENV, IFS, LC_ALL and LANGUAGE are set to fixed values.
Umask is set to 077

The working directorys changed tdtmp

All temporary files are created with mktemp

The script can only be called user root

The config file must be present and be owned by root:root with mode 0600

All required programs are found in the safe PATH or are called absolutely

= =4 -4 4 -—a -8 -

8 Adding your own iptables rules to BlueShield
With BlueShield you have the possibility to ntain your own firewall rules and integrate them.
There arehooks before and after each default table/chaiwhere you can add your rulés.

Name of hook Description

H_PRE_MANGLE_PREROUTING Hook at the beginning of table mangle, chain PREROUTIN
H_PRE_MNGLE_POSTROUTING Hook at the beginning of table mangle, chain POSTROUT
H_PRE_MANGLE_OUTPUT Hook at the beginning of table mangle, chain OUTPUT
H_PRE_MANGLE_INPUT Hook at the beginning of table mangle, chain INPUT
H_PRE_MANGLE_FORWARD Hook at the bepning of table mangle, chain FORWARD
H_PRE_NAT_POSTROUTING Hook at the beginning of table nat, chain POSTROUTING

H PRE_NAT _PREROUTING Hook at the beginning of table nat, chain PREROUTING
H_PRE_NAT_OUTPUT Hook at the beginning of table nat, chain OUTPUT

H PRE_OUTPUT Hook at the beginning of chain OUTPUT
H_PRE_INPUT Hook at the beginning of chain INPUT
H_PRE_FORWARD Hook at the beginning of chain FORWARD

H_POST_MANGLE_PREROUTINC Hook at the end of table mangle, chain PREROUTING
H_POST_MANGLE_POSTROGT Hook at the end of table mangle, chain POSTROUTING
H_POST_MANGLE_OUTPUT Hook at the end of table mangle, chain OUTPUT

H _POST _MANGLE INPUT Hook at the end of table mangle, chain INPUT
H_POST_MANGLE_FORWARD Hook at the end of table mangle, chain FORRRA

H POST NAT POSTROUTING Hook at the end of table nat, chain POSTROUTING

H POST _NAT_PREROUTING Hook at the end of table nat, chain PREROUTING

H_POST_NAT_OUTPUT Hook at the end of table nat, chain OUTPUT
H_POST_OUTPUT Hook at the end of chain OUTPUT

H POST_INPUT Hook at the end of chain INPUT
H_POST_FORWARD Hook at the end of chain FORWARD

Example command:

iptables O0AH_PRE_OUTPUTOpesp 0j ACCEPT # Allow IPSec ESP traffic
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